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ABOUT SOFTWARE

This guide describes MedDream viewing and PACS functionalities deployment on Windows x64. MedDream PACS
Premium software package contains all the software required to run MedDream viewing and PACS functionalities on your
server.

The Viewer can be integrated into HIS/RIS/EHR/EMR, Telemedicine, Patient Portals, National Systems, CAD and Al
algorithms. MedDream Universal Enterprise Viewer can be installed on premises, in any virtual environment or on cloud.

MedDream is designed to aid medical professionals in day-to-day decision-making process. MedDream is a cost effective
certified solution perfect for software vendors, integrators, OEM's and national system providers.

PREREQUISITES

Check User Manual section: “Product installation” to find out minimal hardware requirements.

INSTALLATION FOR THE FIRST TIME

- Install all in one package (MedDream DICOM Viewer, MedDream PACS, MySQL database and additional
programs):

e Download the Ilatest Windows version of the package from the Softneta website:
https://www.softneta.com/files/meddreampacs/premium/LATEST/MedDream-PACS-Premium.exe

¢ Execute MedDream-PACS-Premium.exe and click Next > button:
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@ Setup - MDPACS (VERSION NUMBER) - >

Information
Please read the following important information before continuing.
Softneta

When you are ready to continue with Setup, dick Next.

MedDream PACS Premium package

Package contains pre configured MySQL and Apache services which need 80, 8080

and 3306 ports to be free. Please turn off any applications (ke skype or others) that
use these ports.

Package contains:

MedDream PACS

MedDream WEE DICOM Viewer

Apache

PHP

MySQL version:

dbadmin:

OpenlRE:

During PACS server installation you will be asked to fill some information.

et > Cancel
e Choose C:\MDPACS and click Next > button:
@ Setup - MDPACS (VERSION NUMBER) — >
Select Destination Location
Where should MDPACS be installed?
Softneta

Setup will install MDPACS into the following folder.

To continue, dick Mext.

C:\MDPACS

Atleast 1 390,7 MB of free disk space is required.

Enter Pacs AET, such as PACS. Remember it, you will need to specify the exact same AET name in
the PACS configuration. Then click Next > button:
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@ Setup - MDPACS (VERSION MUMBER) — >

Connections —
AET -
Softneta
Enter Pacs AET
Pacs AET:
|PAcﬂ

TIP: Pacs AET will be saved in the C:\MDPACS\MedDream\application.properties file.

o Enter database password. Remember it. Then click Next > button:

@ Setup - MDPACS (VERSION MUMBER) — x
Connections —
Password -

Softneta
Enter database password

Database password:

|r|:u:|ﬂ

TIP: Database password will be saved in the C:\MDPACS\MedDream\application.properties file.

e Click Install to continue with the installation:
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@ Setup - MDPACS (VERSION MUMBER) — X

Ready to Install

Setup is now ready to begin installing MDPACS on your computer, C Z,

Softneta

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\MDPACS

Pacs AET: PACS

Database password: root

< Back Install Cancel

A progress bar will be displayed during the MDPACS installation process:

@ Setup - MDPACS (VERSION NUMBER) — x
Installing v
Please wait while Setup installs MDPACS on your computer., -

Softneta

Extracting files...
C:\MDPACS\PACS \Hmpegffmpeg. exe

- Cancel

Once MedDream PACS is installed, the MedDream PACS configuration begins. Follow the steps
below to install and configure the MedDream PACS server.
e DICOM part:
o Change “Application Entity Title” to the same AET you specified before, e.g., PACS.
o Change “Server Port” to e.g., 104.
¢ Database part:
o Change “Database Name” to e.g., PACS.
o Enter “Password” for database user “dicom”.
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e Storage part.
o Specify the storage location for the DICOM files, e.g., C:\MDPACS\DICOM.
e  Click Install button.

@ MedDrearmn PACS Premiurn Installer — >
— DICOKM
Application Entity Title; IF'-'*'-ES
5 erh Port: |1 04
Lag File Directany: IE:RMDF’&ES WPACSAog
[~ Enable TLS/55L Option
TLS Port: |s678
S5L Certificate: IE:'\MDF‘.&ES WPACSAPacsOne. ort Browse. .. |
S5L Private Key: IE:&MDF‘.&ES YPACSYPaczOne key Browse.. |
—Database
Database Host: Ilncalhust
Databaze Port: |33EIE
Databaze Name: I'j"'l"":S
Uzername: Il:liu:u:um
Password: I““”“”
— Storage
Default drchive Directany: IEZ'\MDF'-'*'-ES SDICOM
Archive Farmat: I DicomPart10 [Default] ;I

—HL-¥ Meszage Liztener Optiaon
[~ Enable HL-7 Message Listner O ption

HL-7 Liztener Port; I????

HL-7 Meszage Persistence: a0 Days

|Jparade | [ngtall I Ininztall Cancel

e You will be notified by two messages. It is recommended to press <OK> button in the first message
and <Yes> in the second:

MedDream INSTALL MANUAL of MedDream PACS functionalities



Setup will delete any existing tables in database "PACS
| before creating new tables

Press OK to confirm or CANCEL to abort,

Cancel |

Warning

Database "PACS" and/or Username "dicom’ does not appear to

_IA be valid

Would you like to set it up?

Enter database password for “root” user. Enter the same password you specified in the MedDream
Viewer installation.

Setup Database User — >
—Enter password for Database Administrator
Username: root
Password: ek
OK Cancel

MedDream INSTALL MANUAL of MedDream PACS functionalities



e Find the full path to the “mysqgl.exe”. Usually, you <can find it here:
C:\MDPACS\Server\mysgl\bin\mysql.exe. Select the file and then click Open:
Please find the full path to the "MYSCQL.EXE" executable:
I » ThisPC » Local Disk (C:) » MDPACS » Server » mysqgl * bin [J] Search bin
Organize = Mew folder =~
“ Downloads  # ™ MName Date modified Type Size
| Documents # (& echo 2/18/2019 5:08 PM Application
| Pictures [5] innochecksum 2/18/2019 5:10 PM Application
J) Music [85] Iz4_decompress 12/18/201 Application
B Videos [55] my_print_defaults 12/18/201 0PM Application
) [] myisam_ftdump 12/18/2019 5:11 PM Application
@ OneDrive [E] myisamchk 12/18/2019 5:10 PM Application
[ This PC [ myisamlog 12/18/2019 5:10 PM Application
3D Objects [#5] myisampack 12/18/2019 5:11 PM Application
[55] mysql 12/18/2019 5:10 PM Application
[ Desktop
i [] mysql_client_test_embedded 12/18/201 4PM Application
@ Documents [#E] mysql_config_editor 12/18/2019 5:10 PM Application
¥ Downloads [&] mysql_embedded 12/18/2019 5:14 PM Application
D Music [5] mysql_plugin 2/18/2019 5:11 PM Application
= Pictures [85] mysql_secure_installation 12/18/2019 310 PM Application
Videos [5] mysql_ssl_rsa_setup 12/18/201 0PM Application
% Local Disk (C:) [®E] mysql_tzinfo_to_sql 12/18/201 0PM Application
w [ mysql_upgrade 12/18/2019 5:11 PM Application
~ Swstem Reserver

File pame: | mysql

v| Executables (*.exe)

Canc

TIP: You can have several MySQL databases installed on your computer, choose correct database.

e  When the MedDream PACS installation is complete, a success message is displayed.

Setup *
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e MedDream PACS Premium installation is complete. Click Finish button.

@ Setup - MDPACS (VERSION NUMBER) —

Completing the MDPACS Setup
Wizard

To complete the installation of MDPACS, Setup must restart
your computer. Would you like to restart now?

O Yes, restart the computer now
(®) 1o, I wil restart the computer later!

CONFIGURATION

MedDream Viewer settings. You can add additional MedDream settings or change existing ones in the
C:\MDPACK\MedDream\application.properties file. The minimum MedDream DICOM Viewer configuration for
opening studies stored on the MedDream PACS Premium server is given below:

#server.port=80
server.servlet.session.timeout=60
#server.compression.enabled=true

server.compression.mime-types=application/octet-stream

#com.softneta.settings.fileLocation=${com.softneta.meddream.configRoot}/sys/settings

#tcom.softneta.thumbnails. ffMpegExecutable=${com.softneta.meddream.configRoot}/sys/ffmpeg/ff
mpeg.exe

authentication.manager.username=admin

authentication.manager.password=

#management.server.port=8081
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#management.server.address=127.0.0.1
#tcom.softneta.meddream.maxAttemptsToConnect=5

t#tcom.softneta.meddream.timeoutSeconds=60

#com.softneta.meddream.searchPatientHistoryInAllStorages=false

spring.profiles.include=auth-inmemory
authentication.inmemory.users[0].userName=demo
authentication.inmemory.users[0].password=demo
authorization.users[@].userName=demo

authorization.users[@].role=ADMIN, SEARCH,PATIENT_HISTORY,UPLOAD_DICOM_LIBRARY, EXPORT_ISO,EX
PORT_ARCH, FORWARD, REPORT_UPLOAD, DOCUMENT_VIEW, FREE_DRAW_EDIT,SMART_DRAW_EDIT,CLEAR_CACHE,US
ER_SETTINGS

#authorization.users[@].accessibleStorages=PacsOneQR,d4c5Dicomweb

logging.level.ROOT=ERROR
#logging.level.com.softneta=INFO

logging.file.name=meddream

com.softneta.dicom.library.upload.anonymizelevel=1

#tcom.softneta.dicomStoreService.localAETitle=MEDDREAM
#com.softneta.dicomStoreService.port=11116
com.softneta.dicomStoreService.address=127.0.0.1
#com.softneta.dicomStoreService.saveDirectory=${com.softneta.meddream.tempDir}/STORE
com.softneta.dicomStoreService.acceptAETitles=SendersTitle,AnotherTitle
#com.softneta.dicom-store-service.allowedIps=192.168.111.87,192.168.111.88,192.168.111.91
#com.softneta.dicomStoreService.prepareReceivedFile=true

#com.softneta.dicomStoreService.prepareForTheseLocalTitles=
com.softneta.temp-cleaner.cleanRateMilliSec=1800000
#tcom.softneta.temp-cleaner.cron=0 30 @ * * *
#com.softneta.temp-cleaner.monitoringFrequencyMilliSec=60000

#tcom.softneta.temp-cleaner.freeSpaceThresholdPct=90

com.softneta.temp-cleaner.tempItems[0].directory=${com.softneta.preparation.cacheDir}
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.temp-cleaner.

.temp-cleaner.

.temp-cleaner.
.temp-cleaner.
.temp-cleaner.

.temp-cleaner.

.temp-cleaner.
.temp-cleaner.
.temp-cleaner.

.temp-cleaner.

.temp-cleaner.
.temp-cleaner.
.temp-cleaner.

.temp-cleaner.

.temp-cleaner.
.temp-cleaner.

.temp-cleaner.

com.softneta.temp-
cleaner.tempItems[5].directory=${com.softneta.dicom.library.upload.tempDir}

tempItems[0O]

tempItems[0O]

tempItems[1]

tempItems[1]

tempItems[1].

tempItems[1]

tempItems[2]
tempItems[2]
tempItems[2]

tempItems[2]

tempItems[3]
tempItems[3]
tempItems[3]

tempItems[3]

tempItems[4]
tempItems[4]

tempItems[4]

.pattern=*

.0lderThanSec=604800

.directory=${com.softneta.meddream.tempDir}

.pattern=*_archive

olderThanSec=7200

.matchAnyDepth=false

.directory=${com.softneta.meddream.tempDir}
.pattern=*_export
.olderThanSec=21600

.matchAnyDepth=false

.directory=${com.softneta.meddream.tempDir}
.pattern=forward_*.dcm
.olderThanSec=7200

.matchAnyDepth=false

.directory=${com.softneta.video.convertedDir}
.pattern=*

.olderThanSec=3600

com.softneta.temp-cleaner.tempItems[5].pattern=*

com.softneta.temp-cleaner.tempItems[5].0lderThanSec=86400

com.softneta.temp-

cleaner.tempItems[6].directory=${com.softneta.dicomStoreService.saveDirectory}
com.softneta.temp-cleaner.tempItems[6].pattern=*

com.softneta.temp-cleaner.tempItems[6].0lderThanSec=86400

f#tcom.softneta.audit.serverHostname=192.168.1.123
ftcom.softneta.audit.serverPort=6514
com.softneta.audit.useTls=false

com.softneta.audit.trustStore=file:///c:/tmp/nxlog/client/cacerts. jks
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com.softneta.audit.trustStorePassword={password}
com.softneta.audit.keyStore=file:///c:/tmp/nxlog/client/cacerts. jks

com.softneta.audit.keyStorePassword={password}

spring.batch.job.maxFailedJobRestarts=10
com.softneta.meddream.enabledColorPalettes=HOT_IRON,PET,HOT_METAL_BLUE,PET_20_STEP,RAINBOW
#tcom.softneta.meddream.toolbarButtonsOrderingEnabled=false
#com.softneta.meddream.http.brandingCacheMaxAgeSec=0
#com.softneta.cache.studyStructureSec=300

#com.softneta.dicomParser.useJdtLookupDDict=false

com.softneta.meddream.pacs.configurations[@].type=PacsOne
com.softneta.meddream.pacs.configurations[@].id=PacsOnelLocal
f#tcom.softneta.meddream.pacs.configurations[@].forwardApiEnabled=false
com.softneta.meddream.pacs.configurations[@].url=jdbc:mysql://127.0.0.1:3306/PACS
#com.softneta.meddream.pacs.configurations[@].url=jdbc:postgresql://127.0.0.1:5432/PACS
com.softneta.meddream.pacs.configurations[@].username=root
com.softneta.meddream.pacs.configurations[@].password=root

#tcom.softneta.meddream.pacs.configurations[@].mappedStoragelLocation=C://PacsStorage//Studie
s=Z://Studies1|E://DICOM//=Z://Studies2

com.softneta.meddream.pacs.configurations[@].useModalityAggregation=true

NOTE: In the C:\MDPACK\MedDream\ApTemplates you can find examples of MedDream Viewer configurations with
explanations. All MedDream settings are stored in the application.SAMPLE.properties file.

VERIFICATION

- Open a browser and enter the MedDream URL http:/127.0.0.1/ in the address bar.

ﬂ In the login window, enter the username “root” and the password of this user. Press Log in button:
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= O x
BB MedDream Login x +

€« C @ 127.0.0.1/loginhtml - % O

TIP: If you can't connect, restart Windows services (run in cmd line: services.msc and restart MedDream
service).

If you did not upload the studies using the MedDream PACS user interface, you will see an empty list of studies:

IE MedDream search x  +

&« C @ 127.00.1/search.html

20210206 To 20210209 1d 1y Ay Al CR CT MR - Q

Q It Name Q It Accession Q It Modality @, It Description Q I Date Time 11 Received On It Source AE

g found

Upload studies to the MedDream PACS server, follow these steps:

Open a browser and enter the MedDream PACS URL http://127.0.0.1/Pacs (P must be a capital letter).
Enter your login credentials and press <Login> button:
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= O X
E Lagin b4 =+

&« C @ 127.0.0.1/Pacs/login.php?message=Welcome+to+MedDream+PACS-Premium ¥r e

Welcome to MedDream PACS-Premium
Current Databaze: PACS
Enter Usemame:
Enter Password
Login

Not a registered user? Sign Up Now

MladDraam PACS-Pramium “Your trial will expire on Sat, 27 hiar 2021 16:58:11 +0200 Copyright 2007-2021 & Softneta

Click “Tools” menu. DICOM images can be uploaded to the server by importing a directory with
DICOM files. Click “Import” submenu and enter the full path to the local directory with files. Press
<Import Studies> button.

- o X
BB MedDream PACS-Premium - Too X 4

< C  ® 127.0.0.1/Pacs/tools.php?page=Import w e

MedDream PACS | About | Logout root @ User Administration | Configuration | Email | Journal | Home | Unread Studies | Browse | Search | Dicom AE | Auto Route | Job Status | Modality
PACS

Worklist | Tools | Profile | Help :
Softneta

Database Integrity Check Transcription Templates Restart Service Compress Entire Database Statistics Reports Export Data Element Coercion

Automatic Purge Storage Directories Check Duplicate Patient ID Anonymization Templates Upload Dicom Image Import Worklist Today's Log Live Monitor

® Import studies from a DICOM Part 10 formatted local directory: | C:\USers\WDAGUIilityAccountiDesktopiAnonymized_20210209

O Import studies from Remevable Media drive: E\ to destination archive directory-

Impost all Patients found

) Select & list of Patients to import

Import Studies

MedDream PACS-Premium Your rial wil expire on Sat Mar 27 18:58:11 2021 Copyright 2007-2021 @ Scfineta

Press <OK> button in the warning message:
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. = m} X
& MedDream PACS-Premium - Too X +
<« X @ 127.0.0.1/Pacs/importStudy.php i e
127.0.0.1 says

WARNING: DICOM Directory Record File: C/Users/WDAGUtilityAccount/
Desktop/Anonymized_20210209/DICOMDIR does not exist

Click on the link with job number:

B MedDream PACS-Premium -Toc X =

& C (@ 127.0.0.1/Pacs/importStudy.php

User Administration | Configuration | Email | Journal | Home | Unread
About | Logout root @ Studies | Browse | Search | Dicom AE | Auto Route | Job Status | Modality
PACS Worklist | Tools | Profile | Help

MedDream PACS |

Job: [4] has been scheduled to scan studies from: C:/Users/WDAGTUtilityAccount/Desktop/Anonymized_20210209/.

%
®

,

Softneta

MedDrezsm PACS-Premium “four trial will expire on Sat Mar 27 15:58:11 2021

Copyright 2007-2021 @ Sofineta
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Review jobs. In the “My Submitted Jobs” table you can verify if the import was successful and how
many files were imported to the server:

BB MedDream PACS-Premium - Dat X +

& C @ 127.0.0.1/Pacs/status.php?type=0 hg e

MedDream PACS | About | Logout User Administration | Configuration | Email | Journal | Home | Unread Studies | Browse | Search | Dicom AE | Auto Route | Job

root @ PACS Status | Modality Worklist | Tools | Profile | Help

Softneta

My Submitted Jobs:

1 completed jobs. Completed jobs will be deleted after a period of 24 hours

Previous Next Displaying 1-1 of 1 Jobs:

O 3ot NA impor study 20210210 17:36:41  lmmediately Medium 20200210 20200240 20280210

2 images
41 173642 17:36:47 success 0 jnoted. © MR

Check All Delete

0 pending or failed jobs. Failed jobs will be deleted after & period of 24 hours

Other User's Jobs:

0 Completed 0 Pending 0 Failed 0 Scheduled Immediately 0 Scheduled Later 0 Waming

0 completed jobs. Completed jobs will be deleted after a period of 24 hours

MedDream PACS-Premium “four trial will expire on Sat Mar 27 16:53:11 2021 Copyright 2007-2021 © Sofineta
£

TIP: Samples of anonymized studies can be downloaded from https://demo.softneta.com/ (Login —> Open the selected
study —> Click Export —> Select the DICOM format and click Export again —> Press the Download link).

Review uploaded studies in the MedDream Viewer:

Type http://127.0.0.1/ into your browser's address bar again. Login with user demo, password demo
and change the date range selection by pressing <Any> button. Now you can see your studies in the
list:

BB MedDream search x 4+

&« C  ® 127.0.0.1/search.html or it e

1y  Any Al CR T - Q

Q It Name Q It Accession Q I Modality O, I Description Q I Date Time I Received On It Source AE

Anonymized KP DX CIURNA 20160428
095315.000
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e Click once on the study with the left mouse button. MedDream Viewer opens the study in a new
browser tab:

BB MedDream search X B MedDream viewer X+

C @ 127.001/viewhtml - S B

0. Qe

Rowmee  Magni. Soroll  Hangi.

131712 g Anonymized 131712
&) | 894x 1468 0 1394 x 1480
Ankde-joint i F Ankle-joint
2016-04-28 09°53:15 3 2016-04-28 095315

Z:039
VOI LUT. NORMAL

W- 16381 L8191 ; .
S@ f

n Now you can try and see how powerful and useful this tool is.

SECURITY RECOMMENDATIONS

Softneta recommends users take defensive measures to minimize the risk of exploitation of the vulnerabilities. Specifically,
users should:

'/ Minimize network exposure for all control system devices and/or systems, and ensure they are not accessible
from the Internet.

Locate control system networks and remote devices behind firewalls and isolate them from business networks.

‘( When remote access is required, use secure methods, such as virtual private networks (VPNs), recognizing
VPNs may have vulnerabilities and should be updated to the most current version available. Also recognize
VPN is only as secure as its connected devices.

TROUBLESHOOTING

went wrong. You can restart the service by running in cmd line: services.msc -> then selecting MedDream service

You must restart the MedDream service each time after changes to the application.properties file or if something
and clicking Restart on the left.

{ If you can't open the studies, clearing your browser's cache may help. Open a browser and press
CTRL+SHIFT+DEL. Then select which old data you want to delete and click Clear data.
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MedDream DICOM Viewer logs are stored in the C:\MDPACK\MedDream\meddream.main.log. The standard
‘( logging level in the application.properties file is set to INFO. If the log contains too little information, you can
change the logging level to DEBUG by changing the value of the logging.level.com.softneta parameter.

LICENSE

MedDream DICOM Viewer licensed under the Commercial License. Please contact info@softneta.com to get TRIAL or
Commercial license. If you have a License Serial number, follow these instructions:

- Press Register button. The system opens a license registration window:

Serial

. By registering the product, you

confirm that you have read and agreed
with

Enter the name of the organization and the license Serial number you received.

Click on the link EULA and read Software License Agreement. After reading, close the window by clicking the
<Close> button.

Check the box [ to confirm that you accept license agreement.

Press Register button. The license will be successfully registered.

NOTE: If you have any questions about MedDream licenses and prices, please contact our SALES team by e-mail
info@softneta.com or by phone +370 670 15991.

HELP AND RESOURCES

Detailed MedDream installation and configuration instructions are provided in the install manual. You can
download it from here: https://www.softneta.com/files/meddreamviewer/doc/MedDream-DICOM-Viewer-Install-

Manual.pdf

We are constantly improving this product. Get the most out of your MedDream Viewer with updated features
and performance.

Download the User manual from https://www.softneta.com/files/meddreamviewer/doc/MedDream-DICOM-
Viewer-User-Manual.pdf and get more information about this device.

Read short instructions and watch tutorial videos here: https://www.softneta.com/documentation/user-guide/user-
introduction/

NERN D
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Our great SUPPORT team is always ready to help you. If you have any questions, please write an email to
support@softneta.com or call +370 672 62795.
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MedDream is manufactured by UAB Softneta.
Medical device class: Regulation (EU) 2017/745
Class lIb medical device

FDA cleared K222320

ID of the notified body: 0197

Document version 1.0

Date of issue: 2024-04-12

Language: EN

UAB Softneta
K.BarSausko str. 59B
LT-51423, Kaunas, Lithuania

C€ o197

Class lIb certified

F D K222320
510(k)
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